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PURPOSE

To ensure that Empower Healthcare Solutions (Empower) staff, members, and network providers
have access to and are knowledgeable about Members’ Rights and Responsibilities.

POLICY

A. Empower is committed to ensuring that the following Member Rights and
Responsibilities are:

1.
2.
3.

Distributed and available to members and network providers.
Distributed and available to all Empower staff.

Accessible to members and network providers via Empower’s website.

B. Itis the policy of Empower that a Legally Authorized Representative of a member who is
acting on the behalf of that individual, and who is properly verified, is afforded the same
rights as the member unless otherwise specified by federal or state law.

1.

As a general rule, the parent, guardian, or other Legally Authorized Representative
has the authority to control access and protect the use or disclosure of a minor’s
protected health information (PHI).

In limited circumstances, a minor may have the authority to exercise these rights on
his/her own behalf.

Emancipated minors will be afforded the same privacy rights as adults. Emancipated
minors must provide the appropriate legal documents granting an individual the
emancipated minor status to qualify as an adult under this policy.

Under federal privacy law, emancipated minors have full authority to control the
confidentiality and privacy of all their protected health information, including
information obtained when they were considered unemancipated minors.

A Legally Authorized Representative may act on the behalf of an emancipated minor
only under the same circumstances in which a legally authorized representative may
act on the behalf of an adult.

The age of majority for minors is 18. Until the age of majority is reached, the
individual will be considered a minor.
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C. ltisthe policy of Empower that members are informed of their privacy rights through the
Empower Notice of Privacy Practices, their health plan Privacy Notice, or health benefit
information materials.

D. Notice of Privacy Practices

1.

Members have the right to adequate notice of the uses and disclosures of their PHI,
and their rights and Empower legal duties with respect to PHI.

The Empower Notice is sufficiently broad to apply to and serve the needs of all lines
of Empower business. If necessary, Empower may develop additional Notices to meet
the unique needs of Empower are not accommodated in the primary Notice.

The Notice contains the elements required under 45 CFR §164.520(b), including but
not limited to:

Empower entities to which the Notice applies

How Empower safeguards PHI

How Empower uses and discloses PHI

Member rights regarding PHI

How/when Empower may contact a member

How/when Empower provides a revised notice

The right of a member to be notified if his or her PHI is breached; and
Instructions for filing complaints about Empower privacy practices.
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The Compliance Officer develops, maintains, and reviews, at least annually, the
Notice to ensure accuracy. The Notice may be revised at any time to reflect:

a. Material changes in uses and disclosures of PHI
b. Changes to the rights afforded members under federal or state law; or
c. Changes to Empower legal obligations.

Empower distributes the Notice to members, subscribers on behalf of its members, or
clients for distribution to their members in accordance with contractual requirements
and the Privacy Rule and other applicable law. Distribution is accomplished
according to the following schedule:

a. At the time of enrollment,
b. As required by contract or accreditation, and
c. Within 60 days of a material revision
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6. Current members may obtain a copy from the Empower web site, email, or in written
format, upon request, by calling the customer service number located in their plan
documents.

7. Empower, when operating as a covered entity and not as a business associate, notifies
appropriate individuals of the availability of the Notice and how to obtain it every
three years or annually as required by accreditation or contract.

E. Right to Request Restrictions

1. Members and their Legally Authorized Representatives have the right to and may
request that Empower restrict the use and disclosure of their PHI for the purposes of:

a. Carrying out treatment, payment, and health care operations; or
b. Disclosing health information to a relative or other person who is involved in the
member’s care.

2. All requests for restrictions must be in writing. The member may, but is not required,
to complete the Empower Request for Restriction form. Empower may accept any
request as long as it meets the following criteria:

a. The request is signed by the member or the member’s Legally Authorized
Representative;

b. It includes but is not limited to the member’s name, identification number, and
date of birth;

c. It specifies what PHI is to be restricted and to which specific disclosure(s) the
restriction applies; and

d. If the requestor is not the member, the request includes validation of the authority
of the requestor to act on behalf of the member.

3. Requests that do not meet the above criteria are returned to the requestor within 10
business days of receipt with an explanation of why the request is being returned and
what additional information is needed to process the request.

4. Empower is not required to agree to a member’s request for a restriction on the use or
disclosure of PHI and may deny the request or may agree to a restriction more limited

than what the member requested. Empower may deny requests to restrict the use or
disclosure of PHI on the following grounds:

a. The use or disclosure is required by federal and/or state law, or
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10.

b. Empower needs to use or disclose the PHI in order to conduct its internal
operations or its external business with clients, business associates, providers,
insurers, and others.

If the request is granted in whole or part, Empower may not use or disclose that
member’s PHI in violation of the restriction, unless the restricted PHI is needed to
provide emergency treatment to the member. Under such circumstances, at the time
of the disclosure, Empower notifies the provider of the restriction and asks the
provider not to re-disclose the information once the emergency subsides. The
information is then noted in the member record.

Empower’s privacy official or designee processes the request, enters the request and
the reason for granting or denying the request in Empower’s Information Technology
(IT) system, flags the member record, and notifies the member, and any business
associates who may use or disclose the restricted PHI, of the decision in writing.
Before using or disclosing any member PHI, Empower staff reviews the member
record to determine if there are any current restrictions on file.

There are no appeal rights for a denied restriction request. The requestor however
may complain about the denial through the Empower Complaints and Grievance
Process.

Empower may terminate its agreement to a restriction, if:

a. The member requests the termination in writing;

b. The member orally agrees to the termination and the oral agreement is
documented in writing; or

c. Empower notifies the member that it is terminating its agreement to a restriction,
except that termination is effective only as to PHI created or received after
Empower has informed the member.

Upon termination, Empower’s privacy official, or designee, assigns an end date to
any documentation alerting staff to the termination of the restriction and notifies
within 10 business days of the termination any business associates previously notified
of the original request to restrict.

Members and their Legally Authorized Representatives have the right to and may
request that their provider restrict the use and disclosure of their PHI when cash is
used to pay for treatment. Restrictions include use and disclosures to carry out
treatment, payment, and health care operations.
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F. Right to Request Confidential Communications

1.

A member, or the member’s Legally Authorized Representative, has the right to
request that Empower communicate his/her protected health information in a certain
way or to a certain location.

Empower accommodates requests of this nature provided that:

a. The request is in writing;

b. The individual specifies a reasonable alternate address, phone number, or other
means of contact; and

c. For reimbursements, if the member is a minor and the parent is not the
policyholder, the individual provides a copy of the canceled check or a receipt of
payment, with the payer clearly identified, if the request includes a change in
Empower payment practices.

Requests that do not meet the above criteria are returned to the requestor within 10
business days with an explanation stating why the request is being returned and what
additional information is required to process the request.

Empower is not required to agree to a member’s request for alternative
communication of PHI and may deny the request.

Empower may deny requests for alternate means of communication-based on:

a. Whether the request is reasonable, and
b. Whether or not it is within the administrative capacity of Empower operations.

There are no review/appeal rights for denied alternative communication requests
however the member, or the member’s Legally Authorized Representative, may
complain through the Empower Complaint and Grievance process.

If an individual indicates that the information will cause endangerment if the request
is not approved, the privacy official or designee discontinues consideration of the
reasonableness of the request and honors the request to the extent possible. Empower
delegate staff may accept a verbal request for alternate means of communication due
to endangerment under emergent/urgent conditions.

When circumstances preclude direct contact with the member and an intermediary
agency is identified as the alternate means of communication, Empower faxes on
behalf of the member (or mails depending on the level of urgency) an authorization to
disclose PHI form to the intermediary agent with a cover letter stating:
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a. The reason for the form;

b. What information is required to execute the request; and

c. A statement indicating an inability to honor the request without the member’s
documented permission granting the release of PHI to the agency.

8. Empower’s privacy official or designee enters all routine and/or urgent/emergent
requests and the reason for granting or denying the request in Empower’s IT system,
flags the member record, and notifies the member of the decision in writing. S/he
forwards the request to the appropriate Empower department or client (as required by
contract) within 5 business days on routine requests and 1 business day on
urgent/emergent requests to accommodate member/vendor file updates.

9. The alternate means of communication remains in effect until another written request
is received from the member or the member’s Legally Authorized Representative.

G. Right to Access, Amend, Inspect, and Copy the Designated Record Set - Members and
their Legally Authorized Representative have the right to access, amend, inspect and
obtain a copy of all or part of their health information as long as Empower maintains such
information in a designated record set (DRS).

H. Right to Request an Accounting of Disclosures

1. Members and their Legally Authorized Representatives have the right to and may
request an accounting of certain disclosures made by Empower in the six years prior
to the date on which the accounting is requested (or a shorter time at the request of
the member).

2. Upon request, Empower provides Individuals/Members or their Legally Authorized
Representatives with one (1) Accounting report per 12-month period, free of charge.

3. Empower may charge the member a reasonable cost, based on state regulations, for
each additional request.

4. All accounting requests must be in writing. The member or the member’s Legally
Authorized Representative may complete the Empower form entitled “Accounting of
Disclosures” or Empower may accept any request as long as it meets the following
criteria:

a. The request is signed by the member or the member’s Legally Authorized
Representative;
b. It includes the member’s name, identification number, and date of birth;
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c. Itidentifies an address to which the report is sent;

d. It specifies a date range for the accounting period; and

e. If the requestor is not the member, the request includes validation of the authority
of the requestor to act on behalf of the member.

5. Requests that do not meet the above criteria are returned to the requestor within ten
(10) business days of receipt with an explanation stating why the request is being
returned and what is needed to process the request.

6. Empower’s privacy official or designee, is responsible for processing accounting
requests within 60 days unless state law requires a more timely submission. Empower
may take a one-time 30-day extension if the privacy officer is unable to process the

request within the original 60-day limit. Empower is required however to notify the
requestor in writing of any extension outlining the reason(s) for the delay.

7. All disclosures are recorded in the appropriated IT system or sent to the Compliance
Department at the time of disclosure. An accounting is retrieved from this system/log
at the time of the request. Accountable Disclosures included, at a minimum:

a. Disclosures required by law such as reporting of child or elder abuse (unless state
law restricts accounting);

Disclosures to public health authorities;

Disclosures required by a subpoena or Court Order;

Disclosures to law enforcement authorities;

Disclosures for research; and

Impermissible disclosures.
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8. The following disclosures are NOT subject to accounting:

a. Disclosures made for the purposes of treatment, payment, and health care
operations (TPO);

Disclosures made to the Individual of the Individual/Member's PHI;
Incident to a use or disclosure otherwise required or permitted,;
Disclosures made pursuant to an Individual/Member authorization;
Disclosures for facility directories;

Disclosures to persons involved in the Individual/Member’s care;
Disclosures for Corporate security or intelligence needs;

Some Disclosures made to law officials or correctional institutions;
Disclosures made as part of a limited data set.
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9.

10.

11.

12.

13.

Prior to releasing any requested information, Empower’s privacy official or designee
validates the information is correct given the nature of the request and marks the
sections that may be denied access under federal and state law. If there are
government requested suspensions, the privacy official retrieves the specific
documentation about the suspension and submits the list of accountable disclosures,
the suspension request, and the review determination sheet to a designated licensed
professional for a final determination on what content to release. The final accounting
report is mailed to the requestor under the Empower accounting cover letter.

The following information is included

Date of Disclosure;

Name of recipient of the disclosure

Address of the Recipient, if known;

Brief description of PHI that was disclosed; and

A brief statement of the purpose of the disclosure or a copy of the written request
for disclosure.
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For multiple Accountable Disclosures made to the same entity and for a single
purpose, Empower’s privacy official or designee records the following information:

a. All information listed in item 10 above for the first disclosure during the
Accounting period; then

b. The frequency, or number of disclosures made during the Accounting period; and

c. The date of the last disclosure during the Accounting period.

There are no appeal rights for denied disclosures. The requestor however may file a
complaint about the denial through the Empower Complaints and Grievance Process.

If some of the accountable disclosures are denied, the requestor is notified in writing.
The notification includes:

a. The reason for the partial denial
b. Applicable appeal rights if available under state law, and
c. The right to file a complaint

If the member requests that Empower send the accounting to a third party, the request
must be made in writing.
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14. If the member chooses to use any other form the content in that form must be
validated against the criteria established by the HIPAA Privacy Rule for a valid
authorization.

15. Empower retains a copy of an accounting report provided to the member or the
member’s Legally Authorized Representative for a period of ten (10) years from the
date of release.

I. Privacy Rights of Minors
1. CONTROL BY PARENT OR GUARDIAN

a. Parents or guardians ordinarily have the authority to control the PHI of a minor by
exercising the rights granted to a minor. For example, a parent or guardian
typically has the authority to do the following:

I.  Sign a consent form permitting health care services for the minor;
ii.  Sign an authorization form permitting the use and disclosure of the minor’s
PHI;
ili.  Object to the use and disclosure of the minor’s PHI to friends and family
involved in the minor’s health care;
iv. Inspect or copy the minor’s DRS;
V. Request amendment of the minor’s PHI;
vi. Request an accounting of disclosures of the minor’s PHI;
vii.  Request additional privacy protections, including confidential
communications, with respect to the minor’s PHI; and
viii.  File a privacy complaint with the agency or with the United States
Department of Health and Human Services Office for Civil Rights.

b. In certain circumstances, such as a medical emergency, a minor may receive
treatment without the consent or written permission of his/her parent or guardian.
In these circumstances, the parent or guardian nevertheless retains the authority to
control the privacy of the minor’s PHI.

2. MINOR’S AUTHORITY TO EXERCISE PRIVACY RIGHTS

a. There are exceptions to the general rule under which a minor is permitted to
exercise the privacy rights listed in the above section on his or her own behalf.
These exceptions are as follows:

i.  When the minor may lawfully obtain health care services without the
consent of a parent, guardian, or other person acting in loco parentis, and
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the minor, a court, or another person authorized by law consents to such
health care service. When the law requires only the consent of the minor,
the minor has the authority to exercise his or her own privacy rights even if
the parent or guardian has also consented to the health care service or the
minor has voluntarily chosen to involve the parent or guardian in his or her
health care.

When a parent, guardian, or other person acting in loco parentis agrees to
confidentiality between the provider and the minor with respect to a
particular health care treatment or service.

When the minor may lawfully obtain substance use disorder services
without parental consent, the minor must consent to all releases including
releases to parents.

b. Although minors are permitted to exercise the privacy rights identified in item 1a.
given the circumstances outlined in item 2a. above, minors are not always
permitted to exercise those rights to prevent disclosures of their PHI to parents or
guardians. These standards vary from state to state.

c. In all cases, disclosures to, or access by, a parent or guardian to the minor’s PHI
should be decided in accordance with federal and state privacy laws. In many
cases, this will require technical assistance from Empower’s privacy official or
his/her designee.

3. ABUSE, NEGLECT, OR ENDANGERMENT

a. Empower may deny a parent or guardian the authority to exercise the privacy
rights of minor if:

The minor has been or may be subject to violence, abuse, or neglect by the
parent or guardian, or could be endangered if the parent or guardian is
treated as a personal representative; and

A licensed clinician decides, using his or her professional judgment, that it
is not in the best interest of the minor to treat the parent or guardian as a
personal representative.

In such cases, the minor or other authorized representative will have the
authority to control the privacy of his or her PHI.

4. REDISCLOSURE OF INFORMATION

Information received from health care providers for claims, case management or
coordination of care may not be redisclosed to the minor, and/or the parents. Refer the
requesting party to the treating health care provider for specific information.
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VI.

VII.

5. ALCOHOL SUBSTANCE USE DISORDER INFORMATION

a. Is protected under 42 CFR Part 2;

b. Requires a signed authorization for any release of information regardless of the
state of residence, age, or state laws. See CO 32A Release of Minors PHI and Age
of Majority.

6. NO LAW

If state and/or laws are silent concerning parental access to the minor’s protected
health information, a covered entity has the discretion to provide or deny a parent or
guardian access to the minor’s information, provided the decision is made by a
licensed health care professional in the exercise of professional judgment.

DEFINITIONS

Authorization — Specific written permission granted by a member or the member’s
personal representative allowing the disclosure of certain PHI for a specified purpose to a
third party.

Minor — Anyone under the age of 18.

REFERENCES

HIPAA Privacy Rule

45 CFR §164.520(b)

42 CFR Part 2

Arkansas Code § 20-9-602 — Consent

CO 32A Release of Minors PHI and Age of Majority

ATTACHMENTS - None

RESPONSIBILITY FOR IMPLEMENTATION

Empower Chief Compliance and Legal Officer; Empower Contract Compliance Vendor
Oversight and all Department leads or their respective designees.

RESPONSIBILITY FOR MONITORING POLICY COMPLIANCE

Empower Chief Compliance and Legal Officer; Empower Contract Compliance Vendor
Oversight.
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